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Abstract
The Internet of Medical Things (IoMT) is poised to revolutionize medicine. However, medical device
communication, coordination, and interoperability present challenges for IoMT applications due to safety,
security, and privacy concerns. These challenges can be addressed by developing an open platform for
IoMT that can provide guarantees on safety, security and privacy. As a first step, we introduce OpenICElite, a middleware for medical device interoperability that also provides security guarantees and allows
other IoMT applications to view/analyze the data in real time. We describe two applications that currently
utilize OpenICE-lite, namely (i) a critical pulmonary shunt predictor for infants during surgery; (ii) a remote
pulmonary monitoring systems (RePulmo). Implementations of both systems are utilized by the Children’s
Hospital of Philadelphia (CHOP) as quality improvements to patient care.
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Abstract—The Internet of Medical Things (IoMT) is poised to
revolutionize medicine. However, medical device communication,
coordination, and interoperability present challenges for IoMT
applications due to safety, security, and privacy concerns. These
challenges can be addressed by developing an open platform
for IoMT that can provide guarantees on safety, security and
privacy. As a first step, we introduce OpenICE-lite, a middleware
for medical device interoperability that also provides security
guarantees and allows other IoMT applications to view/analyze
the data in real time. We describe two applications that currently
utilize OpenICE-lite, namely (i) a critical pulmonary shunt
predictor for infants during surgery; (ii) a remote pulmonary
monitoring systems (RePulmo). Implementations of both systems
are utilized by the Children’s Hospital of Philadelphia (CHOP)
as quality improvements to patient care.

I. I NTRODUCTION
Technology has revolutionized the medical landscape, serving as a force multiplier in the mission to save lives. The
Internet of Medical Things (IoMT) is evolving rapidly as
medical devices become smaller, often implantable, with
embedded intelligence, and with the ability to (wirelessly)
transmit information [12]. The IoMT framework would make it
possible to continuously monitor vital physiological functions
without disrupting normal lifestyle and, crucially, implement
timely corrective actions.
Developing such a broad IoMT framework requires building
two components that are currently in early stage: 1) the IoMT
infrastructure that ensures proper medical device interoperability and secure data management; 2) data analytics techniques
for processing medical data and providing guaranteed performance regardless of the physiology/context of the specific
person who generated the data. Although some aspects of
both components exist in other fields, simply adopting existing
solutions would be insufficient to satisfy the strict requirements
of the medical setting as well as to ensure the emergent safety
and security properties of the composed system.
In this paper, we describe the main challenges with building
the first of the above components, namely an IoMT infrastructure for ensuring the proper interoperability and communication between all IoMT entities. To be effective, such a
platform must support both computer security “best” practices
This work was supported in part by NSF CNS-1505799 and the Intel-NSF
Partnership for Cyber-Physical Systems Security and Privacy.

(e.g., encryption, secure key distribution) as well as plugand-play medical devices from different manufacturers with
different message types and built-in security features. In addition, this system must provide real-time communication and
performance guarantees since medical systems are inherently
safety- and time-critical. Finally, it is essential to store all
IoMT data safely and securely to enable retrospective and
forensic analysis while ensuring the privacy of the stored data.
With the above challenges in mind, we developed OpenICElite, a general-purpose IoMT middleware for safe and secure
medical device interoperability. OpenICE-lite evolved as a
lightweight and modular version of OpenICE, an open-source
medical device interoperability platform that satisfies the Integrated Clinical Environment (ICE) framework [2]. OpenICElite separates device drivers from IoMT communication protocols (e.g., although OpenICE-lite uses the lightweight Message
Queuing Telemetry Transport (MQTT) protocol, it can also
work with the Data Distribution Service (DDS) protocol used
in OpenICE). Thus, OpenICE-lite enables the addition of applications that analyze medical data in real time and potentially
close the loop as well as applications for safe and secure data
storage. Furthermore, OpenICE-lite provides strong security
guarantees, with end-to-end message encryption and the capability of secure data logging and storage.
To demonstrate the usefulness of OpenICE-lite, we describe
two applications that use the proposed infrastructure and
illustrate the benefit of a general-purpose IoMT middleware.
The first is the implementation of the critical pulmonary shunt
predictor for predicting shunt-induced hypoxia events during
surgery [8], [9], [10]. The critical pulmonary shunt predictor
was originally applied on retrospective data and was subsequently implemented (using OpenICE-lite to communicate
with the anesthesia machine in real time) in an operating room
(OR) at the Children’s Hospital of Philadelphia (CHOP). The
second application supports the Bronchopulmonary Dysplasia
Saturation TARgeting (BPD STAR) pilot trial; in this trial,
oxygen saturation (SpO2) data is collected from babies who
experience BPD in an effort to determine whether long-term
supplemental oxygen might reduce intermittent hypoxemia.
This trial utilized a remote pulmonary monitoring system
(named RePulmo), where OpenICE-lite is installed in each
patient’s home and communicates with the pulse oximeter
that provides SpO2; the collected data is eventually securely

transmitted to a server in CHOP for permanent storage.
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II. C URRENT C HALLENGES IN B UILDING AN I O MT
C ONNECTIVITY P LATFORM
This section presents the current challenges associated with
building a general purpose IoMT infrastructure.
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A. Medical Device Communication and Interoperability
The first challenge has to do with the current state of
medical devices. Most devices used in modern ORs were
developed a few decades ago and do not have sophisticated
communication capabilities. The standard way of obtaining
their measurement data is through a serial port at the back of
the device. What is more, the measurements usually arrive at
low time granularity (e.g., once a second) and are often numeric only (i.e., the “raw” waveform data is rarely available).
Thus, low data quality is still a major obstacle to building
reliable data analytics systems in the medical space.
In addition to the data quality issue, medical devices often
have proprietary communication protocols and are not setup
to share information with each other (especially if they are
not produced by the same vendor). In addition, patient health
records and demographic information are not even accessible
through medical devices (but are rather stored in central
hospital servers). This makes it challenging to collect all
the data in a centralized location and have a holistic view
of the patient. As a result, several interoperability platforms
(e.g., OpenICE) as well as health record integration platforms
(Smart on FHIR [4]) have been proposed but none has so far
been widely adopted (partially due to vendors’ concerns that
they might lose their market share).
B. Security and Privacy
Several attacks have been carried out over the last decade
showing that medical devices have poor or no security guarantees [7], [13], [17]. This issue is bound to become more pronounced as medical devices begin to communicate remotely
and wirelessly such that attacks might no longer require physical access or domain expertise. Furthermore, since medical
devices often contain personal information about the patient,
concerns about the privacy of the transmitted data have started
to emerge. Although no privacy attacks similar to the movie
database attack have been performed yet [15], it might be
possible to identify people based on unique physiological
patterns (e.g., a heart murmur).
C. Real-time Guarantees
Since the IoMT systems will ultimately be used in a closedloop fashion, real-time guarantees are essential for the correct
functioning of such a system. Real-time analysis is especially
challenging given the distributed and wireless setting of IoMT,
coupled with some variant of a publish-subscribe framework
where nodes are allowed to enter and leave the network as
necessary.

Fig. 1. Overview of OpenICE-lite.

D. Availability and Quality of Service
Due to their safety-critical nature, IoMT systems need to
always have high availability and guarantee a certain quality of
service. This is especially true in emergency situations where
high-volume data might be generated and timely measures
might be required. Current IoT systems do not have any
provisions for such scenarios and usually provide “best effort”
type of guarantees.
III. O PEN ICE- LITE : A L IGHTWEIGHT S AFE AND S ECURE
I O MT P LATFORM
In order to address some of the challenges presented in
Section II, we developed OpenICE-lite, an IoMT platform
for medical device interoperability that also provides security
guarantees and allows other IoMT applications to view/analyze
the data in real time and possibly close the loop. This section
provides a brief description of OpenICE-lite as it pertains to
the challenges listed above.
A. Medical Device Interoperability
To enable medical device interoperability, OpenICE-lite
provides a dongle for each medical device. The dongle is a
small device (e.g., a Raspberry Pi) that is connected to the
respective medical device and implements its communication
protocol in order to receive all measurement data. Once the
dongle receives a message from the device, it transmits it to
the rest of the OpenICE-lite system as detailed in the next
subsections.1
B. Publish/Subscribe Communication
Since OpenICE-lite operates in the IoMT, it needs to allow
nodes, i.e., medical device/dongle pairs, to enter and leave
the network as desired. The most flexible way to enable such
a framework is through a publish/subscribe protocol where
new nodes announce the type of data they provide whereas
existing ones can subscribe to the newly transmitted data.
The current OpenICE-lite implementation uses the MQTT [3]
protocol.2 MQTT was chosen due to its lightweight nature in
comparison with other existing publish/subscribe middlewares
(e.g., DDS [1]), which is an essential property in the dynamic
1 Note that the interoperability part of OpenICE-lite is the only part that
is similar to the original OpenICE in the sense that the medical device
communication drivers are mostly identical.
2 OpenICE-lite is designed to be modular with respect to the underlying
middleware so that other middlewares (e.g., [1], [5] can also be used.

environment of the IoMT. MQTT consists of a centralized
broker that manages all communication and individual clients
who are the users of the infrastructure. Note that although the
broker is centralized, it is possible to use a cluster instead of
a single machine, thereby addressing scalability concerns that
might arise in an IoMT setting. Furthermore, MQTT provides
certain quality-of-service guarantees (e.g., guaranteed message
delivery) that also make it suitable for the medical setting.
With the above framework in mind, the MQTT clients (i.e.,
nodes on the network) are two types: 1) dongles, i.e., clients
that serve as a proxy between MQTT and the medical devices
themselves, and 2) applications, i.e., clients that use the medical device data (either to log it or to analyze it) and potentially
close the loop (if the medical device supports such a function).
OpenICE-lite supports dongles for almost all medical devices
currently in use (e.g., Philips bedside monitors, Drager ventilators/anesthesia machines, Puritan Bennett ventilators). Two
example application clients we have developed, namely the
PAIN detector and RePulmo, are described in Sections IV-A
and IV-B, respectively.
C. Secure Communication
As noted in Section II, secure communication is one of the
main requirements for any IoMT platform. Since the vanilla
version of MQTT does not support secure communication, we
augmented the protocol with a security wrapper. In particular,
we use the Transport Layer Security (TLS) protocol in order
to establish a secure communication between any two MQTT
clients.3 TLS is a widely adopted communication protocol
as it combines symmetric and asymmetric encryption and
provides strong security guarantees if the keys are periodically
refreshed.
With the TLS-augmented communication protocol,
OpenICE-lite is able to defend against most known
information attacks such as eavesdropping and replay
attacks. Since decrypting a TLS message (with fresh keys)
is infeasible with modern computers, it is impossible for an
eavesdropper to learn anything about a message’s payload;
similarly, replay attacks are prevented by adding sequence
numbers in the encrypted message. Finally, the distributed
nature of MQTT also makes it harder to perform a denial-ofservice (DoS) attack, although effectively defending against
DoS attacks is still an active research area.
IV. A PPLICATIONS U TILIZING O PEN ICE- LITE
This section describes two applications that employ
OpenICE-lite: (i) a critical pulmonary shunt predictor for
infants during surgery; (ii) a remote pulmonary monitoring
systems (RePulmo). Both systems are implemented within
CHOP.
A. Critical Pulmonary Shunt Predictor
This subsection describes the first application of OpenICElite, namely the critical pulmonary shunt predictor for infants
and as implemented in an OR in CHOP.
3 The TLS (public and private) encryption keys are distributed by a key
distribution server as each node enters the network.

1) Pulmonary Shunts during Surgery: During surgery,
blood oxygen content is perhaps the most closely monitored
physiological variable, as values that are too low can lead to
organ failure (e.g., brain damage), and values that are too high
can cause atelectasis (e.g., collapse of the lungs). Pulmonary
shunts, which occur when a patient is breathing with only one
lung, can cause dangerous drops in oxygen levels. Shunts can
be caused by a physical disorder, such as pulmonary edema, or
may occur accidentally in patients being mechanically ventilated, if ventilation tubes are improperly placed. Occasionally,
one-lung ventilation is intentionally induced via a shunt at the
request of a surgeon to keep a lung still for operation. Infants
are especially vulnerable to accidental shunts because they
have small, underdeveloped lungs. In these patients, breathing
with one lung may not supply enough oxygen to the body,
and the oxygen content may quickly drop to dangerously low
levels.
Though it is one of the most closely monitored physiological
variables during surgery, blood oxygen content is also one
of the most challenging to monitor, as it cannot currently be
measured non-invasively or in real time. Instead, clinicians
must monitor proxy variables. One popular proxy is the
hemoglobin oxygen saturation in the peripheral capillaries,
denoted by Sp O2 . While it is a good non-invasive measure
of the oxygen content in the location at which it is measured
(usually a fingertip, or the foot in small infants), Sp O2 is a
delayed measure of the oxygen content in other parts of the
body (e.g., the arteries), as blood takes time to circulate.
2) The Critical Pulmonary Shunt Predictor: It is possible
to predict drops in a patient’s oxygen content before these
drops are observed through the current low Sp O2 approach by
developing a detector using multiple pulmonary measurements
that are available through an anesthesia machine, namely the
partial pressures of oxygen and carbon dioxide, tidal volume,
and respiratory rate [9], [10]. We developed a parameterized
model of the circulation of the partial pressures of oxygen
and carbon dioxide around the cardiovascular and pulmonary
systems for the purposes of critical pulmonary shunt detection
in infants. Since the model parameters vary drastically across
patients and cannot be reliably estimated from data, we used
a Parameter Invariant (PAIN) detector which provides a nearconstant false alarm rate for all patients regardless of the
specific values of the physiological parameters. The PAIN
detector was originally evaluated on retrospective data. Over
61 patients experiencing a drop in blood oxygen concentration,
the detector achieves a detection rate of about 85% with
an early warning of 90 seconds on average. In addition, it
achieves a false alarm rate of 0.95 false alarms per hour (about
0.5% of the tests) across 314 patients who did not experience
a pulmonary shunt.
3) The Critical Pulmonary Shunt Predictor as an OpenICElite Application: Given the predictor’s impressive performance
on retrospective data, we implemented it in an OR in CHOP
in order to aid clinicians in real time. We developed a dongle
that connects to the anesthesia machine and publishes the
required measurements to the MQTT broker. The predictor

is implemented on another machine in the OR that subscribes
to the dongle measurements and outputs its decision. Finally,
the predictor’s decision is displayed on a large screen such
that clinicians are alerted when a pulmonary shunt might
result in a drop in oxygen levels. Although the predictor’s
actual performance cannot be revealed due to data privacy
reasons, our clinical collaborators assured us that the real-time
performance is in line with the retrospective one.
B. Remote Pulmonary Monitoring System (RePulmo)
This subsection describes a second application of OpenICElite, namely the remote pulmonary monitoring system (RePulmo) as part of a clinical trial at CHOP.
1) Bronchopulmonary Dysplasia (BPD) in Infants: Bronchopulmonary dysplasia (BPD) is a chronic lung disease of
prematurity that is associated with poor long-term outcomes,
yet no therapies have been proven to improve the outcomes
of children with BPD. Frequency of intermittent hypoxemia
(IH) in extremely preterm infants during the newborn period
is associated with death or developmental disability at 18
months, and infants with BPD may be at risk for continued IH,
even after hospital discharge. The risks and benefits of using
supplemental oxygen to target different oxygen saturation
levels have been evaluated extensively in preterm infants
during the initial hospitalization, but have not been studied
in infants with established lung disease as they approach term
corrected age and are discharged home. To answer this question, the Bronchopulmonary Dysplasia Saturation TARgeting
(BPD STAR) pilot trial conducted at CHOP aims to collect
oxygen saturation (SpO2) data from infants who experience
BPD in an effort to determine whether long-term supplemental
oxygen might reduce intermittent hypoxemia.
2) RePulmo as an OpenICE-lite Application: To collect
SpO2 data remotely from infants at home, we developed
RePulmo system which employs two parts: (a) a remote
collector device for each patient to continuously measure SpO2
data and send to CHOP, and (b) a back-end infrastructure
to receive data from all collector devices and securely store
data to a database. The collector device is a Masimo Rad-8
Pulse Oximeter with an attached dongle running OpenICElite to publish data to the MQTT broker via an LTE 4G
hotspot. With the widely used Masimo device for hospital
bedside monitoring, the setup ensures that the collected data
are aligned with hospital-grade accuracy and also provides
the seamless experience for the patient. Collected data are
encrypted within MQTT network and can only be decrypted
by the logger running inside CHOP infrastructure. Given the
decrypted data, the logger performs sanity checks and writes to
an embedded relational database for further analysis. RePulmo
is currently under deployment at CHOP and we are expecting
to support 42 patients over the course of 6 months continuous
monitoring.
V. D ISCUSSION AND F UTURE R ESEARCH D IRECTIONS
This paper presented the OpenICE-lite platform for IoMT
applications. As outlined in Section II, there are many open

research challenges in developing systems for IoMT. Future
work includes (1) providing a medical-application development language with tools to assure the correctness and safety
of medical applications; (2) extending OpenICE-lite to utilize
the Mobile Edge Computing (MEC) paradigm to manage the
security, privacy, QoS, and high availability of solutions based
on the Integrated Clinical Environment (ICE); (3) extending
MQTT to provide real-time guarantees. The combination of
MEC [16] with new technologies as Network Function Virtualization (NFV) and Software Defined Networking (SDN) [11],
[14] can provide a new flexible, efficient, and fault-tolerant
platform suitable for IoMT challenges. Specifically, the MEC
paradigm will enable the management of the components
defined by the ICE framework in the edge of the network,
which is a critical aspect in order to ensure the low-latency
associated to the QoS [6].
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